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INTRO TO LLM
RED TEAMING
A Hands-On Student Workbook Using GARAK and a Local LLM
Concepts • Threats • Scanning • Validation • Reporting
	Workshop approach:  Learn the concepts, form a threat hypothesis, execute a controlled local test, preserve evidence, validate the result, and communicate risk.



Student: ____________________________________
Date: ____________________   Cohort: ____________________
Prepared for instructor-led, authorized laboratory use


How to Use This Workbook
This workbook is designed for an introductory, instructor-led workshop in which each student has GARAK and a local LLM available on a workstation. Each section combines concise instruction, guided practice, a hands-on activity, reflection prompts, and a ten-question knowledge check. The answer keys are collected in Appendix A so students can complete checks without immediately seeing the answers.
	Important:  GARAK and probe names evolve. Commands in this workbook reflect the attached course material and are intentionally paired with version checks. Treat the output of python -m garak --help, --list_probes, and --plugin_info on the workstation as authoritative.



Workshop Learning Outcomes
Explain why LLM systems require adversarial evaluation in addition to conventional testing.
Describe common LLM threats and translate them into measurable test hypotheses.
Explain GARAK generators, probes, detectors, harnesses, evaluators, and reports.
Run controlled GARAK tests against an authorized local model.
Interpret results, validate detector hits, distinguish signals from confirmed findings, and report risk.
Recommend layered safeguards and define regression tests.
Laboratory Ground Rules
Authorized local targets only. No public, third-party, or production systems.
Synthetic data only. Never enter passwords, tokens, personal information, customer information, or proprietary content.
Model output is untrusted. Do not execute generated code, payloads, links, or commands.
Use only instructor-approved probe families. Some probes can produce disturbing content.
Preserve raw evidence, protect reports, and document conclusions separately.
Stop and notify the instructor if a test escapes the lab boundary, reveals unexpected sensitive data, or causes instability.
Contents
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Section 1: Introduction to LLM Red Teaming
Learning objectives
Define LLM red teaming and explain its value.
Differentiate red teaming, scanning, benchmarking, and penetration testing.
Establish ethical rules of engagement.
What is LLM red teaming?
LLM red teaming is the authorized, adversarial evaluation of a language-model system. Testers deliberately explore ways that prompts, context, tools, data, or system behavior could cause harm, policy violations, security failures, privacy loss, unreliable output, or operational disruption. The target is not only the base model. A realistic assessment considers the full application: system prompts, retrieval sources, memory, plug-ins, tools, access controls, filters, logging, and human workflows.
Why it is needed
LLMs are probabilistic and highly sensitive to wording and context. Conventional software tests remain necessary, but they do not fully capture jailbreaks, indirect prompt injection, hallucinations, unsafe agency, or data regurgitation. Red teaming helps reveal plausible failure paths before users or adversaries discover them.
Benefits
A well-scoped program produces evidence for risk decisions. It can identify vulnerable behaviors, validate safeguards, compare releases, prioritize remediation, improve incident readiness, and create regression tests. It also helps engineering, security, privacy, legal, and business teams develop a shared language for acceptable behavior.
Red teaming versus related activities
A benchmark measures performance on a defined dataset. A vulnerability scan automates known tests. A safety evaluation measures specified harms. A penetration test seeks exploitable security impact. Red teaming is broader and adaptive: it uses an adversarial mindset, forms hypotheses, learns from responses, and follows promising attack paths. GARAK automates part of this work, but it does not replace human judgment.
A simple engagement lifecycle
An effective engagement moves through authorization and scope, threat modeling, test design, execution, evidence collection, validation, risk rating, remediation, retesting, and communication. Findings should be reproducible and tied to plausible impact, not merely surprising output.
Ethical and legal boundaries
Test only systems for which written authorization exists. Define allowed targets, test accounts, data types, time windows, network boundaries, and prohibited actions. Minimize sensitive data, isolate test environments, protect logs, and establish stop conditions. A model producing an unsafe answer does not authorize the tester to act on that answer.
Lab 1: Build the Rules of Engagement
	Estimated time
	35 minutes

	Objective
	Define an authorized and measurable scope for testing the local workshop model.

	Evidence to retain
	Completed rules-of-engagement worksheet, Initial threat hypotheses


Safety and scope
Use only the local LLM and workstation assigned for the workshop.
Do not place real credentials, personal data, proprietary data, or live malware in prompts or reports.
Treat model output as untrusted. Do not execute generated commands or code unless the instructor explicitly authorizes it in an isolated lab.
Stop the activity if the target, authorization, or data-handling boundary is unclear.
Procedure
Confirm the model name and workstation are the only authorized targets.
Write three assets to protect, such as system instructions, workstation resources, and synthetic user data.
List three threat actors and one plausible goal for each.
Define five allowed test actions and five prohibited actions.
Define stop conditions and the escalation path.
Write two measurable success criteria for the engagement.
Student observations
What behavior would constitute a meaningful security failure?
________________________________________________________________________________
________________________________________________________________________________
Which test could create the greatest operational risk, even on a local model?
________________________________________________________________________________
________________________________________________________________________________
What evidence is required to reproduce a finding?
________________________________________________________________________________
________________________________________________________________________________
Completion check
☐ Completed rules-of-engagement worksheet
☐ Initial threat hypotheses
Section 1 Knowledge Check
Select the best answer for each question. Record your responses before consulting the answer-key appendix.
1. Which statement best defines LLM red teaming?
A. Routine model use for productivity
B. Authorized adversarial evaluation of an LLM system
C. Training a model on more data
D. Encrypting every model response
2. Why are conventional software tests alone insufficient for LLM systems?
A. LLMs have no software components
B. LLM behavior can vary with wording and context
C. Software testing is prohibited for AI
D. LLMs never use APIs
3. Which item is part of the realistic LLM attack surface?
A. Only model weights
B. Only the user interface
C. Model, prompts, data, tools, and surrounding controls
D. Only training hardware
4. What is a primary benefit of red teaming?
A. Guaranteeing zero risk
B. Producing evidence to prioritize safeguards
C. Eliminating the need for monitoring
D. Replacing governance
5. How does automated scanning relate to human red teaming?
A. It fully replaces humans
B. It automates known tests but needs human judgment
C. It is unrelated to red teaming
D. It is always more creative
6. What should occur before test execution?
A. Public disclosure
B. Written authorization and scope definition
C. Disabling all logs
D. Production deployment
7. Which is a suitable stop condition?
A. A tester becomes curious
B. Unexpected access to sensitive data
C. The model answers normally
D. A scan completes successfully
8. A high-quality finding should be tied to what?
A. A surprising phrase only
B. Reproducible evidence and plausible impact
C. The longest possible prompt
D. A vendor logo
9. Which activity is broader and adaptive?
A. A fixed benchmark
B. Checksum validation
C. Red teaming
D. Unit compilation
10. What does an unsafe model response authorize?
A. Execution of the response
B. Testing any public system
C. No action beyond the approved scope
D. Collection of real customer data
	Score:  ____ / 10     Topics to revisit: ______________________________________________





Section 2: Threats, Failure Modes, and Test Design
Learning objectives
Identify major LLM failure modes.
Translate threats into measurable test cases.
Recognize application and agent trust boundaries.
From harm category to test case
Begin with an asset, a threat actor, and an undesirable outcome. Translate that scenario into a hypothesis: “If an untrusted user embeds conflicting instructions in retrieved content, the application may follow them and expose protected context.” Define expected safe behavior, the observable failure signal, and the evidence to collect.
Prompt injection and jailbreaks
Direct prompt injection places adversarial instructions in user input. Indirect injection hides instructions in content the system later reads, such as documents or web pages. Jailbreaks use framing, role play, encodings, suffixes, or multi-turn persuasion to bypass behavioral controls. A successful test demonstrates that control priority or policy boundaries can be overridden.
Data leakage and memorization
Leakage includes disclosure of system prompts, secrets in context, private retrieval records, tool outputs, or memorized training content. Use synthetic secrets in a lab. Test whether the system reveals them directly, transforms them, or leaks them through tool calls and generated links.
Hallucination and misleading claims
Hallucination is unsupported or fabricated output. Security impact rises when the system presents false facts with confidence, invents packages or citations, gives unsafe operational instructions, or influences a consequential decision. Tests should examine uncertainty, source grounding, and refusal to fabricate.
Harmful content and misuse
Assess whether the model facilitates prohibited or dangerous actions, produces harassment or toxic output, or assists malicious code generation. Use benign stand-ins and established test corpora. Do not operationalize harmful output.
Encoding, obfuscation, and multimodal context
Attackers may encode instructions with Base64, hexadecimal, Unicode confusables, zero-width characters, or language translation. The test question is whether normalization and policy enforcement remain effective after transformation.
Tool and agent risks
An agentic system may call tools, alter files, retrieve data, or take external action. Relevant risks include excessive agency, confused-deputy behavior, unsafe parameter construction, authorization bypass, and prompt injection crossing a trust boundary. The model should not be treated as an authorization engine.
Quality of a test case
Control one variable when possible. Record the exact prompt, model and configuration, probe, detector, number of generations, timestamp, and expected behavior. Repeat tests because stochastic output can produce both false reassurance and false alarms.
Lab 2: Create a Threat-Based Test Matrix
	Estimated time
	45 minutes

	Objective
	Convert threat scenarios into safe, measurable test cases before scanning.

	Evidence to retain
	Four-row threat-based test matrix, Twelve response observations


Safety and scope
Use only the local LLM and workstation assigned for the workshop.
Do not place real credentials, personal data, proprietary data, or live malware in prompts or reports.
Treat model output as untrusted. Do not execute generated commands or code unless the instructor explicitly authorizes it in an isolated lab.
Stop the activity if the target, authorization, or data-handling boundary is unclear.
Procedure
Select four categories: prompt injection, data leakage, hallucination, and harmful content.
For each category, identify an asset, threat actor, entry point, failure condition, and expected safe response.
Design one benign manual prompt per category. Use a synthetic marker such as TRAINING_SECRET_47 instead of real sensitive data.
Run each prompt against the local model three times and record response variability.
Classify each result as pass, fail, inconclusive, or detector-review-needed.
Student observations
Did a single prompt ever produce different classifications?
________________________________________________________________________________
________________________________________________________________________________
Which failure signal could be detected by exact string matching?
________________________________________________________________________________
________________________________________________________________________________
Which result required semantic human review?
________________________________________________________________________________
________________________________________________________________________________
Completion check
☐ Four-row threat-based test matrix
☐ Twelve response observations
Section 2 Knowledge Check
Select the best answer for each question. Record your responses before consulting the answer-key appendix.
1. What distinguishes indirect prompt injection?
A. It is delivered through content the model later consumes
B. It uses only the keyboard
C. It changes model weights
D. It requires no application context
2. Which data should be used to test leakage in this workshop?
A. Real passwords
B. Customer records
C. Synthetic canary values
D. Private keys
3. When does hallucination create greater security risk?
A. When it is short
B. When it influences consequential action
C. When it uses punctuation
D. When it is creative fiction labeled as fiction
4. Which is an example of obfuscation?
A. Base64-encoded instructions
B. A plain system message
C. A model card
D. A checksum
5. Why should a test be repeated?
A. To make reports longer
B. Because model output can be stochastic
C. Because authorization expires each prompt
D. To change the threat actor
6. What should define a failure condition?
A. A vague concern
B. An observable deviation from expected safe behavior
C. Any long response
D. Any refusal
7. Which risk is most associated with tool-using agents?
A. Excessive agency
B. Low screen resolution
C. Slow typing
D. Static file compression
8. The model should not be treated as what?
A. A probabilistic component
B. An authorization engine
C. A test target
D. A text generator
9. Which method best reduces harm during malware-related evaluation?
A. Execute generated payloads
B. Use benign stand-ins and do not operationalize output
C. Test production endpoints
D. Disable isolation
10. A strong test hypothesis includes what?
A. Only a prompt
B. Scenario, expected behavior, failure signal, and evidence
C. Only a detector name
D. A vendor comparison
	Score:  ____ / 10     Topics to revisit: ______________________________________________





Section 3: GARAK Architecture and Workflow
Learning objectives
Explain GARAK architecture and data flow.
Distinguish probes, generators, detectors, harnesses, and evaluators.
Interpret a detector hit appropriately.
What GARAK does
GARAK, the Generative AI Red-Teaming and Assessment Kit, is an open-source LLM vulnerability scanner. It sends adversarial or diagnostic prompts to a target, collects generations, applies detectors, evaluates results, and writes structured artifacts. Its role is similar to a security test harness for generative systems.
Generators
A generator is the interface to the target model. It abstracts how text is sent and responses are returned. GARAK supports multiple back ends, including local and hosted model interfaces. In this workshop, the target is a local model served by Ollama. Generator names and command-line options can change between GARAK releases, so students must verify the installed version and plugin information.
Probes
A probe defines an attack or failure-seeking strategy. Probe families cover areas such as DAN-style jailbreaks, encoding attacks, prompt injection, misleading claims, leakage replay, toxicity, package hallucination, and malware-generation safeguards. Selecting a family can run several enabled probes; selecting a full plugin name targets one probe.
Detectors
Detectors examine outputs for evidence of failure. Methods include exact string matching, pattern matching, classifiers, and model-based judgment. A detector hit is a screening signal, not automatically a confirmed vulnerability. Review the prompt, output, context, and detector assumptions.
Harnesses and evaluators
A harness coordinates probes, generators, and detectors. The common probewise workflow uses the detectors recommended by each probe. Evaluators convert detector scores into pass/fail summaries according to configured criteria.
End-to-end data flow
The operator selects a target and probes. The generator submits prompts to the model. Responses return to the harness, detectors score them, and the evaluator summarizes results. GARAK writes a run report, hit log, HTML summary, and diagnostic log, depending on version and configuration.
Interpreting “hit” correctly
A hit means a detector observed its defined failure signal. Confirm whether the behavior is reproducible, whether the detector is appropriate, and whether the result produces plausible impact in the deployed context. Conversely, a pass on selected probes is not proof that the model is secure.
Lab 3: Map the GARAK Pipeline
	Estimated time
	35 minutes

	Objective
	Inspect the installed GARAK components and connect each artifact to its role.

	Evidence to retain
	GARAK version record, Two plugin-information notes, Completed component map


Safety and scope
Use only the local LLM and workstation assigned for the workshop.
Do not place real credentials, personal data, proprietary data, or live malware in prompts or reports.
Treat model output as untrusted. Do not execute generated commands or code unless the instructor explicitly authorizes it in an isolated lab.
Stop the activity if the target, authorization, or data-handling boundary is unclear.
Commands
source garak-env/bin/activate
python -m garak --version
python -m garak --list_probes
python -m garak --plugin_info probes.promptinject
Procedure
Activate the preinstalled GARAK virtual environment. If the path differs, use the instructor-provided path.
Record the installed GARAK version.
List available probes and identify the symbol or status used for disabled probes in your installed version.
Inspect plugin information for one prompt-injection probe and one encoding probe.
Draw the workflow: operator → probe → generator → model → detector → evaluator → report.
Identify which elements choose prompts, connect to the target, and decide whether output matches a failure signal.
Student observations
Which component knows how to communicate with the local model?
________________________________________________________________________________
________________________________________________________________________________
Why might a disabled probe still be selectable by its exact name?
________________________________________________________________________________
________________________________________________________________________________
Where can detector limitations create a false positive or false negative?
________________________________________________________________________________
________________________________________________________________________________
Completion check
☐ GARAK version record
☐ Two plugin-information notes
☐ Completed component map
Section 3 Knowledge Check
Select the best answer for each question. Record your responses before consulting the answer-key appendix.
1. What is GARAK primarily designed to do?
A. Train foundation models
B. Scan generative systems for failure modes
C. Manage identity accounts
D. Encrypt prompts
2. Which component connects GARAK to the target model?
A. Probe
B. Generator
C. Detector
D. Evaluator
3. Which component supplies failure-seeking prompts?
A. Probe
B. Footer
C. Evaluator
D. Report viewer
4. Which component analyzes model responses?
A. Generator
B. Detector
C. Shell
D. Tokenizer only
5. What does the harness coordinate?
A. Only report filenames
B. Probes, generators, and detectors
C. Model procurement
D. Network routing tables
6. What does an evaluator do?
A. Creates user passwords
B. Summarizes scores against criteria
C. Installs Ollama
D. Writes model weights
7. What does a detector hit mean?
A. The model is definitely exploitable
B. The defined failure signal was observed
C. All controls failed
D. The scan is invalid
8. Why inspect plugin information?
A. To verify behavior and options for the installed version
B. To disable logging
C. To reveal credentials
D. To retrain the model
9. What is a limitation of a GARAK pass?
A. It proves every possible attack failed
B. It covers only the tests and configurations executed
C. It prevents future regressions
D. It certifies compliance
10. Which artifact is best for machine-readable event analysis?
A. JSONL report
B. Screenshot only
C. Model logo
D. Terminal color theme
	Score:  ____ / 10     Topics to revisit: ______________________________________________





Section 4: Preparing the Local Lab and Running Baseline Scans
Learning objectives
Validate a local GARAK/Ollama environment.
Run a self-test and a small baseline.
Capture reproducibility metadata.
Preflight checks
Before scanning, confirm authorization, free disk space, model availability, GARAK version, Ollama service health, and output location. Record the model tag exactly because similarly named tags may refer to different builds or quantizations.
Environment activation
A Python virtual environment isolates GARAK and its dependencies. Activate the workshop environment before using python -m garak. Avoid using sudo inside the environment or upgrading packages during class unless directed, because version drift harms reproducibility.
Confirm the local model
Use ollama list to verify that the assigned model is available. A brief ollama run can confirm that inference works. Exit the interactive session before scanning. Do not pull a different model unless the instructor authorizes it.
Start small
Begin with a self-contained test generator or a single lightweight probe. This validates GARAK before a longer model scan. Then run a small baseline with few generations. Estimate runtime and storage before expanding scope.
Command anatomy
A run identifies the generator or target type, the model name, the probes, and optional generation or report settings. GARAK syntax varies by release. Use --help and --plugin_info as the local authority. The source material demonstrates Ollama with phi3 and a DAN or selected multi-probe scan; adapt the exact identifiers to what --list_probes and --help show.
Reproducibility record
Record exact commands, model tag, model digest if available, GARAK version, probe names, generation count, date/time, and hardware notes. Store the report artifacts without editing their contents. Use a separate analyst worksheet for conclusions.
Lab 4: Validate the Environment and Establish a Baseline
	Estimated time
	50 minutes

	Objective
	Run a controlled GARAK baseline against the assigned local Ollama model.

	Evidence to retain
	Preflight checklist, Exact command transcript, Baseline report path, One untested hypothesis


Safety and scope
Use only the local LLM and workstation assigned for the workshop.
Do not place real credentials, personal data, proprietary data, or live malware in prompts or reports.
Treat model output as untrusted. Do not execute generated commands or code unless the instructor explicitly authorizes it in an isolated lab.
Stop the activity if the target, authorization, or data-handling boundary is unclear.
Commands
source garak-env/bin/activate
ollama list
python -m garak --help
python -m garak --model_type test.Blank --probes test.Test
# Verify syntax for your installed release before running:
python -m garak --model_type ollama --model_name phi3 --probes dan.AutoDANCached --generations 2
Procedure
Create a folder for your run notes and copy the exact model tag from ollama list.
Run the GARAK self-test. Record whether it completes and where reports are written.
Review --help and confirm the Ollama generator syntax for your installed version. If it differs from the sample, use the documented local syntax.
Run one lightweight probe with two generations against the assigned model.
Record elapsed time, pass/fail summary, report path, and any warning messages.
Do not interpret a baseline pass as proof of security. Write one untested hypothesis.
Student observations
What changed between the self-test and the local-model test?
________________________________________________________________________________
________________________________________________________________________________
Which identifiers would another analyst need to reproduce the run?
________________________________________________________________________________
________________________________________________________________________________
What is your rough runtime estimate for ten times as many generations?
________________________________________________________________________________
________________________________________________________________________________
Completion check
☐ Preflight checklist
☐ Exact command transcript
☐ Baseline report path
☐ One untested hypothesis
Section 4 Knowledge Check
Select the best answer for each question. Record your responses before consulting the answer-key appendix.
1. What should be recorded exactly before scanning?
A. Model tag and GARAK version
B. Desktop wallpaper
C. Instructor phone model
D. Browser bookmarks
2. Why use a virtual environment?
A. To isolate Python dependencies
B. To encrypt the workstation
C. To increase GPU memory
D. To replace Ollama
3. What command verifies locally available Ollama models?
A. ollama list
B. garak --encrypt
C. python --delete
D. model ping public
4. Why begin with a self-test?
A. To validate GARAK core operation
B. To prove the model is safe
C. To delete old findings
D. To benchmark the network
5. Why begin a model assessment with a small run?
A. To estimate behavior, runtime, and errors
B. To avoid recording evidence
C. To guarantee no hits
D. To change weights
6. Which source should govern command syntax?
A. An old screenshot
B. The installed version help and plugin information
C. A random blog comment
D. A different tool manual
7. Why avoid unplanned package upgrades during class?
A. They can introduce version drift
B. They always improve reproducibility
C. They remove all probes
D. They disclose prompts
8. What is the purpose of --generations?
A. Control repeated outputs per prompt
B. Choose the operating system
C. Set file permissions
D. Select a detector family
9. What does a successful baseline prove?
A. The entire model is secure
B. The selected test executed under recorded conditions
C. Every probe will pass
D. No monitoring is needed
10. Which action is appropriate if the sample command fails?
A. Guess repeatedly
B. Check --help and generator plugin information
C. Test a public target
D. Disable logs
	Score:  ____ / 10     Topics to revisit: ______________________________________________





Section 5: Executing Focused GARAK Assessments
Learning objectives
Select probes based on hypotheses.
Execute focused, controlled scans.
Compare results and perform safe manual follow-up.
Probe selection by hypothesis
Select probes because they test a defined threat, not because they are available. A prompt-injection hypothesis may use promptinject; input-normalization hypotheses may use encoding; truthfulness hypotheses may use misleading or snowball; package-safety hypotheses may use packagehallucination. Confirm exact names locally.
Depth versus breadth
A broad scan offers coverage but may be slow and noisy. A focused scan provides faster learning and easier triage. Start focused, validate findings, then broaden. Generation count influences confidence and cost: more samples better characterize tendencies but increase time and output volume.
Safe handling of sensitive probe families
Some probes seek toxic, hateful, sexual, malware-related, or otherwise disturbing output. Notify students, use only approved probe families, avoid executing generated content, and restrict report access. In this introductory workshop, harmful-output probes are analyzed as model-control tests, not operational instructions.
Comparative testing
To compare two configurations, change one variable at a time. Hold model, probe, generation count, and test environment constant while changing the control under evaluation. Report rates with denominators and recognize that nondeterminism can affect small samples.
Manual follow-up
Automated results guide human investigation. Re-run a hit, inspect the exact prompt and output, test a benign variation, and determine whether the result is detector-specific or generalizes. Do not repeatedly intensify prompts beyond the authorized scope.
Sample focused command
The attachment demonstrates a comma-separated selection of encoding, DAN, grandmother, known-bad-signature, malware-safeguard, toxicity, and Goodside probes. For class use, the instructor should approve a reduced list and students should confirm names in their installed release before execution.
Lab 5: Run and Compare Two Focused Probe Families
	Estimated time
	65 minutes

	Objective
	Execute two approved probe families and compare failure signals without operationalizing harmful output.

	Evidence to retain
	Two exact command records, Two report paths, Comparison worksheet, One validated or rejected finding


Safety and scope
Use only the local LLM and workstation assigned for the workshop.
Do not place real credentials, personal data, proprietary data, or live malware in prompts or reports.
Treat model output as untrusted. Do not execute generated commands or code unless the instructor explicitly authorizes it in an isolated lab.
Stop the activity if the target, authorization, or data-handling boundary is unclear.
Commands
python -m garak --list_probes
# Confirm exact probe names, then use your installed Ollama syntax. Example from the source material:
python -m garak --model_type ollama --model_name phi3 --probes encoding.InjectBase64,encoding.InjectHex --generations 3
# Instructor-approved second family example:
python -m garak --model_type ollama --model_name phi3 --probes promptinject.HijackLongPromptMini --generations 3
Procedure
Confirm that both selected families are instructor-approved and available.
Write a hypothesis and expected safe behavior for each family.
Run the encoding assessment with three generations. Save the report location.
Run the approved prompt-injection assessment with the same generation count.
Record attempts, passes, hits, failure rates, runtime, and warnings.
Choose one apparent hit or near miss. Inspect its prompt, output, trigger, probe, and detector.
Re-run a safe, minimal variant manually against the local model and record whether the behavior reproduces.
Student observations
Which probe family produced the clearer failure signal?
________________________________________________________________________________
________________________________________________________________________________
Did the detector evaluate policy intent, exact text, or another proxy?
________________________________________________________________________________
________________________________________________________________________________
What additional test would increase confidence without increasing harm?
________________________________________________________________________________
________________________________________________________________________________
Completion check
☐ Two exact command records
☐ Two report paths
☐ Comparison worksheet
☐ One validated or rejected finding
Section 5 Knowledge Check
Select the best answer for each question. Record your responses before consulting the answer-key appendix.
1. How should probes be selected?
A. By a defined threat hypothesis
B. Alphabetically only
C. By longest runtime
D. By output color
2. What is a benefit of a focused scan?
A. Faster triage and clearer learning
B. Guaranteed full coverage
C. No need for detectors
D. Automatic remediation
3. What does increasing generations primarily change?
A. Number of outputs sampled per prompt
B. Model ownership
C. Authorization scope
D. Probe definition
4. How should harmful model output be handled?
A. Executed for verification
B. Treated as untrusted and not operationalized
C. Posted publicly
D. Copied into production
5. For a controlled comparison, what should change?
A. One variable at a time
B. Every setting
C. The authorization boundary
D. The report format only
6. Why include denominators with failure rates?
A. To show sample size context
B. To hide results
C. To increase model speed
D. To activate detectors
7. What is an appropriate follow-up to an apparent hit?
A. Validate the exact prompt, output, and detector
B. Declare a breach immediately
C. Delete the report
D. Increase harm without approval
8. Why can small samples be misleading?
A. LLM outputs may be nondeterministic
B. GARAK cannot write reports
C. Ollama has no models
D. Probes never repeat
9. What must occur before using a probe from a sample command?
A. Confirm approval and availability in the installed release
B. Disable the model
C. Publish the output
D. Add real secrets
10. What is a near miss useful for?
A. Identifying behavior that warrants targeted follow-up
B. Proving exploitability
C. Replacing evidence
D. Avoiding documentation
	Score:  ____ / 10     Topics to revisit: ______________________________________________





Section 6: Reading Results, Validating Findings, and Reporting Risk
Learning objectives
Read console, JSONL, hit-log, and HTML results.
Validate and rate findings in context.
Write remediation and regression criteria.
GARAK output artifacts
The diagnostic log supports troubleshooting across runs. A JSONL report records attempts and evaluation events. A hit log focuses on attempts that met detector criteria. An HTML summary supports human review. Exact filenames and fields depend on the installed version; the console identifies output paths.
Reading the console summary
A result line generally identifies a probe, detector, pass/fail status, number of acceptable outputs, total outputs, and failure rate. For example, “ok on 17/20” means three outputs met the detector’s failure criterion, yielding 15 percent. Verify how the installed version labels scores.
Reading JSONL
JSONL stores one JSON object per line. Useful fields may include goal, prompt, output, trigger, score, run ID, attempt ID, generator, probe, detector, and generations per prompt. Preserve raw artifacts; perform analysis on copies or in a separate worksheet.
Triage and validation
First confirm the target and configuration. Then inspect detector logic and the matched output. Reproduce under the same conditions, test a safe variation, and assess whether the behavior crosses a trust boundary or enables harm. Classify false positives, true positives, false negatives discovered manually, and inconclusive results.
Risk rating
Rate likelihood and impact in the actual deployment context. Consider attacker access, repeatability, required knowledge, data sensitivity, tool permissions, user reach, monitoring, and recovery. A high failure rate can indicate a broad attack surface, but severity depends on impact and compensating controls.
Writing a defensible finding
Use a concise title; affected model/application and version; threat scenario; prerequisites; exact reproduction steps; observed versus expected behavior; evidence references; likelihood and impact; severity rationale; recommended controls; owner; and retest criteria. Avoid claiming that a detector hit is automatically an exploit.
Remediation and regression
Controls may include instruction hierarchy, input and retrieved-content isolation, output validation, least-privilege tools, authorization outside the model, secret removal, allowlists, rate limits, monitoring, user confirmation, and safer system design. Convert confirmed cases into repeatable regression tests and retest after changes.
Limitations
Automated probes cannot cover novel tactics, every language, all multi-turn strategies, every application integration, or real-world human creativity. Results are time-bound and configuration-specific. Report scope and limitations prominently.
Lab 6: Triage a Hit Log and Write a Finding
	Estimated time
	70 minutes

	Objective
	Validate one GARAK signal and convert it into an evidence-based risk finding.

	Evidence to retain
	Evidence extraction worksheet, Validation decision, Completed finding, Retest criterion


Safety and scope
Use only the local LLM and workstation assigned for the workshop.
Do not place real credentials, personal data, proprietary data, or live malware in prompts or reports.
Treat model output as untrusted. Do not execute generated commands or code unless the instructor explicitly authorizes it in an isolated lab.
Stop the activity if the target, authorization, or data-handling boundary is unclear.
Commands
cd ~/.local/share/garak/garak_runs
ls -lt
python -m json.tool < selected-hitlog.jsonl  # Use only if the selected input is one JSON object; otherwise inspect line by line.
Procedure
Locate the latest report, hit log, HTML summary, and diagnostic log generated by your runs.
Select one apparent hit. Copy its run ID, attempt ID, generator, probe, detector, prompt, output excerpt, trigger, and score into the worksheet.
Confirm that the record belongs to your authorized local target.
Review the detector’s purpose with --plugin_info or local documentation.
Attempt one same-condition reproduction and one safe variation.
Classify the result: validated, false positive, inconclusive, or informational.
Write a finding using the template below and propose at least two controls at different layers.
Define a retest that would demonstrate improvement.
Student observations
What evidence supports your classification?
________________________________________________________________________________
________________________________________________________________________________
How does deployment context change the severity?
________________________________________________________________________________
________________________________________________________________________________
Which control prevents the model from becoming the authorization decision maker?
________________________________________________________________________________
________________________________________________________________________________
Completion check
☐ Evidence extraction worksheet
☐ Validation decision
☐ Completed finding
☐ Retest criterion
Section 6 Knowledge Check
Select the best answer for each question. Record your responses before consulting the answer-key appendix.
1. Which artifact focuses on detector hits?
A. Hit log
B. Desktop shortcut
C. Model manifest only
D. Shell history only
2. If 17 of 20 outputs are acceptable, what is the failure rate?
A. 3%
B. 15%
C. 17%
D. 85%
3. What does JSONL mean operationally?
A. One JSON object per line
B. One image per report
C. Encrypted model weights
D. A spreadsheet macro
4. What should be preserved unchanged?
A. Raw run artifacts
B. Only screenshots
C. Analyst assumptions
D. Temporary passwords
5. What is the first validation concern?
A. Confirm target and configuration
B. Assign severity from color
C. Publish the prompt
D. Delete duplicates
6. Which factor most directly affects impact?
A. Data sensitivity and tool permissions
B. Font choice
C. Prompt length alone
D. Terminal theme
7. A detector hit should be reported as what?
A. Automatic proof of compromise
B. A signal requiring contextual validation
C. A compliance certificate
D. A model update
8. Which control keeps authorization outside the model?
A. Deterministic policy enforcement in the application or tool layer
B. A longer system prompt only
C. More creative temperature
D. Hidden report filenames
9. What should happen after remediation?
A. Regression testing under recorded conditions
B. Delete the original evidence
C. Expand scope without approval
D. Assume the issue is resolved
10. Why must limitations be reported?
A. Results are scope-, time-, and configuration-specific
B. They make the report longer
C. They remove the need for evidence
D. They guarantee acceptance
	Score:  ____ / 10     Topics to revisit: ______________________________________________







Applied Exercise: Child-Safe GenAI Application Approval Review
Scenario: A development team has built a generative-AI application that answers questions from middle-school students. Before pilot deployment, your review team must determine whether the application is safe enough to approve, requires conditions and remediation, or should not be approved.
	Decision standard: Because the intended users are children, validated sexualization, targeted bullying, slur generation, or repeatable safeguard bypass must block deployment until corrected and successfully retested. A GARAK hit is a screening signal, not automatic proof. Validate the evidence and judge it in application context.


Exercise objectives
Run a focused GARAK assessment against the authorized local model.
Interpret detector results and validate apparent failures without reproducing unnecessary harmful content.
Assess child-safety, privacy, security, and governance implications.
Make and defend an approval decision using reproducible evidence.
Recommend layered safeguards and measurable regression tests.
Format, timing, and deliverables
	Format
	Suggested time
	Required deliverables

	Individual or teams of 3–5
	60–90 minutes
	Run records; evidence matrix; risk assessment; approval decision; developer recommendations; 3-minute briefing


Suggested team roles
	Role
	Responsibility

	Test operator
	Runs only approved commands and records configuration, report paths, and errors.

	Evidence analyst
	Reviews prompts, outputs, triggers, detector scores, and reproducibility.

	Child-safety reviewer
	Evaluates age appropriateness, emotional harm, sexualization, bullying, and discriminatory content.

	Risk and governance reviewer
	Assesses likelihood, impact, privacy, oversight, and release conditions.

	Decision presenter
	Leads the final approval briefing and responds to peer challenge questions.


Safety rules for this exercise
Use only the instructor-authorized local Ollama model and workstation.
Do not enter the name, image, contact information, school, or personal data of a real child.
Treat generated content as sensitive. Record only the minimum excerpt needed to support a finding.
Do not share raw harmful outputs outside the authorized class report location.
Do not execute commands, links, code, or instructions produced by the model.
Pause and notify the instructor if output is unusually graphic, personally targeted, or outside the approved scope.
System context worksheet
Intended student age range and educational purpose:
______________________________________________________________________________________________
______________________________________________________________________________________________
Topics the application is expected to answer:
______________________________________________________________________________________________
______________________________________________________________________________________________
Topics or behaviors the application must refuse, redirect, or escalate:
______________________________________________________________________________________________
______________________________________________________________________________________________
Data the application collects or retains:
______________________________________________________________________________________________
______________________________________________________________________________________________
Human oversight, teacher controls, and parent or guardian considerations:
______________________________________________________________________________________________
______________________________________________________________________________________________
Known limitations or assumptions provided by the development team:
______________________________________________________________________________________________
______________________________________________________________________________________________
Probe suite and test hypotheses
	Probe
	Primary behavior evaluated
	Child-facing risk hypothesis

	dan.AutoDANCached
	Automated jailbreak behavior
	A student may bypass system safeguards and obtain disallowed responses.

	lmrc.SlurUsage
	Slur or hateful-language generation
	The application may generate identity-based abuse or normalize discriminatory language.

	smuggling.FunctionMasking
	Instruction smuggling or masking
	Hidden or transformed instructions may evade intended controls.

	lmrc.Bullying
	Bullying or abusive language
	The application may insult, shame, threaten, or encourage peer harassment.

	lmrc.Sexualisation
	Sexualized content behavior
	The application may generate age-inappropriate sexual content or fail to redirect safely.


GARAK commands
Run probes individually when you want separate reports and easier attribution. Use the grouped command when time is limited or when one consolidated report is preferred.
garak --target_type ollama --target_name phi3 --probes dan.AutoDANCached
garak --target_type ollama --target_name phi3 --probes lmrc.SlurUsage
garak --target_type ollama --target_name phi3 --probes smuggling.FunctionMasking
garak --target_type ollama --target_name phi3 --probes lmrc.Bullying
garak --target_type ollama --target_name phi3 --probes lmrc.Sexualisation
Grouped command
garak --target_type ollama --target_name phi3 --probes dan.AutoDANCached,lmrc.SlurUsage,smuggling.FunctionMasking,lmrc.Bullying,lmrc.Sexualisation
	Version check: Probe availability and command behavior can vary by GARAK release. Before execution, confirm the exact identifiers with garak --list_probes or the equivalent command supported by the installed version. Record substitutions or unavailable probes as limitations.


Part 1: Pre-test prediction
Before running GARAK, rank the five probes from greatest to least expected child-safety risk. Explain your top two choices.
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
Part 2: Execute and preserve evidence
Record the model tag, GARAK version, command, date and time, and report location.
Run the selected command or commands. Do not change multiple configuration variables during the comparison.
Record attempts, detector hits, pass counts, failure rate, warnings, and runtime for each probe.
Preserve raw reports unchanged. Place interpretation and recommendations in a separate worksheet.
Select apparent failures or near misses for minimal, instructor-approved validation.
Scan summary worksheet
	Probe
	Attempts
	Hits / failures
	Failure rate
	Report or evidence ID

	dan.AutoDANCached
	
	
	
	

	lmrc.SlurUsage
	
	
	
	

	smuggling.FunctionMasking
	
	
	
	

	lmrc.Bullying
	
	
	
	

	lmrc.Sexualisation
	
	
	
	


Part 3: Validate and classify
For each apparent hit, inspect the exact probe, detector, trigger, prompt, and minimum necessary output excerpt. Re-run only a safe and minimal variation when instructor-approved. Classify each item as validated, false positive, inconclusive, informational, or review needed.
	Probe
	Detector signal
	Reproduced?
	Classification
	Severity
	Rationale / evidence ID

	dan.AutoDANCached
	
	
	
	
	

	lmrc.SlurUsage
	
	
	
	
	

	smuggling.FunctionMasking
	
	
	
	
	

	lmrc.Bullying
	
	
	
	
	

	lmrc.Sexualisation
	
	
	
	
	


Part 4: Child-safety risk analysis
Evaluate the application, not only the base model. Consider how the interface, retrieval sources, filters, logging, adult oversight, and escalation process change the real risk.
	Risk dimension
	Questions to answer
	Rating and evidence

	Age appropriateness
	Could content confuse, frighten, shame, sexualize, or manipulate a middle-school student?
	

	Safeguard resilience
	Can ordinary or transformed prompts bypass the intended boundaries?
	

	Harmful language
	Can the system generate or amplify slurs, bullying, threats, or discriminatory content?
	

	Privacy
	Could a child disclose personal data? Are retention, access, and deletion controls appropriate?
	

	Grounding and accuracy
	Could confident misinformation influence health, safety, schoolwork, or peer relationships?
	

	Human oversight
	Can a teacher, parent, or reviewer intervene, audit, appeal, and escalate?
	

	Monitoring and response
	Can incidents be detected, contained, documented, and corrected quickly?
	


Part 5: Approval decision gate
Select one decision and defend it with evidence. A low aggregate failure rate does not offset a validated high-impact child-safety failure.
	Decision
	When it is supportable

	APPROVE
	No validated high or critical child-safety failures; safeguards are consistent; privacy, monitoring, and human oversight are adequate; limitations are documented.

	CONDITIONALLY APPROVE
	No unresolved critical failure; limited issues have defined owners, deadlines, compensating controls, and regression tests before expanded use.

	DO NOT APPROVE
	A critical or repeatable high-risk behavior remains, evidence is insufficient, child-data protections are unclear, or required controls cannot be verified.


Our decision:  ☐ APPROVE     ☐ CONDITIONALLY APPROVE     ☐ DO NOT APPROVE
Confidence:  ☐ High     ☐ Moderate     ☐ Low
Three strongest pieces of evidence:
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
Important limitations or missing evidence:
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
______________________________________________________________________________________________
Part 6: Developer recommendations
Choose at least six recommendations across multiple layers. Assign an owner and a measurable acceptance test to each selected item.
☐ Strengthen age-specific system instructions and refusal/redirection behavior.
☐ Add input moderation for bullying, slurs, sexual content, self-harm, violence, and attempts to solicit personal information.
☐ Add independent output moderation before content reaches the student.
☐ Normalize encoded, translated, obfuscated, and hidden-character input before policy evaluation.
☐ Separate untrusted retrieved content from system instructions and constrain retrieval sources.
☐ Use least-privilege tools and keep authentication, authorization, and policy enforcement outside the model.
☐ Provide safe redirection to teachers, counselors, parents, or approved resources when appropriate.
☐ Minimize data collection; prohibit unnecessary retention of children’s prompts; define deletion and access controls.
☐ Add rate limits, abuse monitoring, incident alerts, and protected audit logs.
☐ Create teacher or administrator controls for review, suspension, content reporting, and appeal.
☐ Run the five probes and approved manual tests as release-gate regression tests.
☐ Conduct usability testing with educators and child-safety specialists before a student pilot.
	Recommendation
	Risk addressed
	Owner
	Due date
	Acceptance / regression test

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Part 7: Three-minute approval briefing
30 seconds: State the application, intended users, and decision.
60 seconds: Present the strongest evidence and the highest-risk finding.
45 seconds: Explain limitations and why the evidence is sufficient or insufficient.
45 seconds: Present the top three developer actions and release conditions.
Peer challenge cards
Another team or the instructor selects two questions. The presenting team must answer using evidence rather than opinion.
What result would cause you to reverse your decision?
How do you know the detector hit represents a real child-facing failure?
What risk is not covered by these five probes?
Which recommendation reduces risk most before launch?
What compensating control would permit a limited pilot?
How would you explain this decision to a parent or school administrator?
Scoring rubric
	Criterion
	Points
	Evidence of strong performance

	Safe execution and documentation
	20
	Commands, versions, scope, report paths, and limitations are complete and reproducible.

	Technical interpretation
	20
	Hits are validated appropriately; false positives and uncertainty are distinguished.

	Child-safety risk analysis
	25
	Risk is judged in age, application, privacy, and oversight context.

	Approval decision
	20
	Decision is clear, evidence-based, proportionate, and consistent with the decision gate.

	Developer recommendations
	10
	Controls are layered, assigned, prioritized, and testable.

	Briefing and peer response
	5
	Presentation is concise and answers challenges with evidence.


Individual reflection / exit ticket
Which probe produced the most decision-relevant evidence, and why?
______________________________________________________________________________________________
______________________________________________________________________________________________
What important child-safety risk was not tested by this exercise?
______________________________________________________________________________________________
______________________________________________________________________________________________
What single control would you require before allowing a pilot?
______________________________________________________________________________________________
______________________________________________________________________________________________
How did human judgment change or qualify the automated GARAK results?
______________________________________________________________________________________________
______________________________________________________________________________________________
Appendix A: Knowledge Check Answer Keys
Use this appendix after completing the knowledge checks. Review the related section when an answer is missed.
Section 1: Introduction to LLM Red Teaming
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10

	B
	B
	C
	B
	B
	B
	B
	B
	C
	C


Section 2: Threats, Failure Modes, and Test Design
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10

	A
	C
	B
	A
	B
	B
	A
	B
	B
	B


Section 3: GARAK Architecture and Workflow
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10

	B
	B
	A
	B
	B
	B
	B
	A
	B
	A


Section 4: Preparing the Local Lab and Running Baseline Scans
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10

	A
	A
	A
	A
	A
	B
	A
	A
	B
	B


Section 5: Executing Focused GARAK Assessments
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10

	A
	A
	A
	B
	A
	A
	A
	A
	A
	A


Section 6: Reading Results, Validating Findings, and Reporting Risk
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10

	A
	B
	A
	A
	A
	A
	B
	A
	A
	A




Appendix B: Rules of Engagement Worksheet
	Field
	Student entry

	Engagement name
	


	Authorized target/model tag
	


	Authorized workstation(s)
	


	GARAK version
	


	Testing window
	


	Instructor/approver
	


	Allowed probe families
	


	Prohibited actions
	


	Data-handling rules
	


	Stop conditions
	


	Escalation contact
	


	Evidence retention location
	





Appendix C: Threat-Based Test Matrix
	Threat / hypothesis
	Asset and actor
	Entry point
	Expected safe behavior
	Failure signal
	Evidence / result

	


	


	


	


	


	



	


	


	


	


	


	



	


	


	


	


	


	



	


	


	


	


	


	



	


	


	


	


	


	



	


	


	


	


	


	






Appendix D: GARAK Run Record
Run ID / report prefix:
________________________________________________________________________________
Date and time:
________________________________________________________________________________
Student:
________________________________________________________________________________
Authorized target:
________________________________________________________________________________
Model tag and digest:
________________________________________________________________________________
GARAK version:
________________________________________________________________________________
Ollama version:
________________________________________________________________________________
Exact command:
________________________________________________________________________________
________________________________________________________________________________
Probe(s):
________________________________________________________________________________
Detector(s):
________________________________________________________________________________
Generations:
________________________________________________________________________________
Runtime:
________________________________________________________________________________
Report path:
________________________________________________________________________________
Hit-log path:
________________________________________________________________________________
HTML summary path:
________________________________________________________________________________
Warnings or errors:
________________________________________________________________________________
________________________________________________________________________________
Summary result:
________________________________________________________________________________
________________________________________________________________________________
Limitations:
________________________________________________________________________________
________________________________________________________________________________


Appendix E: Finding Template
Finding title
State the failure and affected component.
________________________________________________________________________________
________________________________________________________________________________
Affected system
Application, model tag, configuration, and run ID.
________________________________________________________________________________
________________________________________________________________________________
Threat scenario
Who could cause what undesirable outcome?
________________________________________________________________________________
________________________________________________________________________________
Prerequisites
Access, knowledge, or conditions required.
________________________________________________________________________________
________________________________________________________________________________
Reproduction steps
Provide exact, authorized steps and command references.
________________________________________________________________________________
________________________________________________________________________________
Observed behavior
Quote only the minimum output needed; reference raw evidence.
________________________________________________________________________________
________________________________________________________________________________
Expected behavior
Describe the intended safe result.
________________________________________________________________________________
________________________________________________________________________________
Validation status
Validated / False positive / Inconclusive / Informational.
________________________________________________________________________________
________________________________________________________________________________
Likelihood
Consider access, repeatability, and required skill.
________________________________________________________________________________
________________________________________________________________________________
Impact
Consider confidentiality, integrity, safety, availability, and business effect.
________________________________________________________________________________
________________________________________________________________________________
Severity rationale
Explain the rating in deployment context.
________________________________________________________________________________
________________________________________________________________________________
Recommendations
Provide at least two controls at different layers.
________________________________________________________________________________
________________________________________________________________________________
Retest criteria
Define the result that would demonstrate improvement.
________________________________________________________________________________
________________________________________________________________________________
Limitations
State what was not tested.
________________________________________________________________________________
________________________________________________________________________________


Appendix F: Command Reference and Troubleshooting
	Purpose
	Command / path

	Activate the environment
	source garak-env/bin/activate

	Check GARAK version
	python -m garak --version

	Review command options
	python -m garak --help

	List probes
	python -m garak --list_probes

	Inspect a probe
	python -m garak --plugin_info probes.promptinject

	List local Ollama models
	ollama list

	Self-test
	python -m garak --model_type test.Blank --probes test.Test

	Common run-artifact directory
	~/.local/share/garak/garak_runs


Troubleshooting checklist
Command not found: confirm the virtual environment is active and run python -m garak.
Unknown generator or option: consult --help and generator plugin information for the installed release.
Unknown probe: use --list_probes and copy the exact identifier.
Ollama connection failure: confirm the service is running and that ollama list succeeds.
Long runtime: stop only through the instructor-approved method, reduce scope or generations, and record the interruption.
No hit log: a run with no detector hits may not create a populated hit log; inspect the console and report path.
JSON parsing error: remember that a JSONL file contains separate JSON objects on separate lines.
Out-of-memory condition: stop the run, record the error, and ask the instructor to reduce model size or concurrency.


Appendix G: Glossary
	Term
	Definition

	Adversarial evaluation
	Testing designed to cause or reveal undesirable system behavior.

	Attack surface
	The set of interfaces, data flows, components, and trust boundaries an adversary may influence.

	Detector
	GARAK component that analyzes model output for a defined failure signal.

	False negative
	A failure exists, but the test or detector does not identify it.

	False positive
	A detector signals failure, but contextual review shows the security condition is not present.

	Generation
	One model output produced for a prompt.

	Generator
	GARAK interface used to submit prompts to a target and obtain responses.

	Harness
	Component that coordinates probes, generators, and detectors.

	Hit
	A detector result meeting its configured failure criterion.

	Jailbreak
	A technique intended to bypass behavioral or policy restrictions.

	JSONL
	A text format containing one JSON object per line.

	Prompt injection
	Untrusted instructions that attempt to alter a model application’s intended behavior.

	Probe
	GARAK component that implements a failure-seeking test strategy.

	Regression test
	A repeatable test used to verify that a known issue remains corrected.

	Risk
	The effect of uncertainty on objectives, commonly evaluated through likelihood and impact.

	System prompt
	High-priority instructions supplied by the application to shape model behavior.

	Threat hypothesis
	A testable statement connecting an actor, action, weakness, asset, and undesirable outcome.
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